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~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address- 

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
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DETAILED ACTION 

1 . This Office action is in response to the amendment filed on August 13, 2010. 

2. Claims 1, 5-18, 21-25, 28, 29, 31-40, 43-47, 49-56, 58-60, and 63-72 are pending. 

3. Claims 1, 5, 6, 10, 12-16, 21-25, 28, 29, 31, 32, 35-40, 43-46, 49, 50, 52, 53, 55, 56, 58- 
60, and 63-72 have been amended. 

4. Claims 2-4, 19, 20, 26, 27, 30, 41, 42, 48, 57, 61, 62, 73, and 74 have been canceled. 

5. Claims 1, 5-18, 21-25, 28, 29, 31-40, 43-47, 49-56, 58-60, and 63-72 are allowed, 
renumbered as 1-58. 

6. The objections to Claims 6, 2 1 , 32, and 68 arc withdrawn in view of Applicant's 
amendments to the claims. 

7. The provisional nonstatutory obviousness-type double patenting rejections of Claims 41 
and 62 over copending Application Nos. 10/676,922 and 10/677,159 are withdrawn in view of 
Applicant's amendments to the claims of the copending applications and/or Examiner's 
amendments to the claims of the instant application. 

8. The 35 U.S.C. § 1 12, second paragraph, rejections of Claims 29 and 58 are withdrawn in 
view of Applicant's amendments to the claims. 

Examiner's Amendment 

9. An Examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to Applicant, an amendment may be filed as provided by 37 CFR 
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 
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Authorization for this Examiner's amendment was given in a telephone interview with 
Dan C. Hu (Reg. No. 40,025) on November 19, 2010. 

The application has been amended as follows: 

AMENDMENTS TO THE SPECIFICATION 
Please amend the title as follows: 

INTERPOSING A VIRTUAL MACHINE MONITOR AND DEVIRTUALIZING 
COMPUTER HARDWARE AT RUNTIME 

AMENDMENTS TO THE CLAIMS 
In the "Amendments to the Claims" (received on 08/13/2010), please cancel Claims 3, 4, 
19, 20, 26, 27, 30, 41, 42, 61, 62, 73, and 74 and amend Claims 1, 5, 6, 10, 12-16, 21-25, 28, 29, 
31, 32, 35-40, 43-46, 49, 50, 52, 53, 55, 56, 58-60, and 63-72 as follows: 

1 . (Currently Amended) A method of using a virtual machine monitor and an operating 
system on computer hardware in a computer, the method comprising: 

booting the operating system on the computer hardware such that the operating system 
has direct control of at least a portion of the computer hardware including a central processing 
unit (CPU), a physical memory, and an input/output (I/O) device; 
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interposing the virtual machine monitor between the computer hardware and the 
operating system at runtime , wherein runtime includes a period of execution in the computer 
after booting and before shutdown of the computer , wherein the interposing occurs after booting 
of the computer, and wherein interposing the virtual machine monitor gives the virtual machine 
monitor direct control of the at least a portion of the computer hardware such that the operating 
system no longer has direct control of the at least a portion of the computer hardware ; and 

booting the operating system on the computer hardware before interposing the virtual 
machine monitor at runtime 

devirtualizing the at least a portion of the computer hardware at runtime after the virtual 
machine monitor has been interposed at runtime, wherein devirtualizing the at least a portion of 
the computer hardware comprises stopping the virtual machine monitor such that the operating 
system resumes having direct control of the at least a portion of the computer hardware . 

3. (Canceled) 

4. (Canceled) 



5. (Currently Amended) The method of claim 1 , wherein the computer hardware include; 
CPU; and wherein the virtual machine monitor is interposed on the CPU. 
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6. (Currently Amended) The method of claim 5, wherein the computer hardware further 
includes memory, and the virtual machine monitor and the operating system each include CPU 
interrupt handlers; and wherein interposing the virtual machine monitor on the CPU includes: 

causing privileged instructions to trap to the virtual machine monitor, and 
redirecting interrupts to the corresponding virtual machine monitor CPU interrupt handlers 
instead of to the operating system CPU interrupt handlers. 

10. (Currently Amended) The method of claim 6, wherein interposing the virtual machine 
monitor on the CPU further includes loading the virtual machine monitor into the physical 
memory. 

12. (Currently Amended) The method of claim 5, whoroin tho computer hardware 
includes memory; and wherein the virtual machine monitor is also interposed on the physical 
memory. 

13. (Currently Amended) The method of claim 12, wherein interposing the virtual 
machine monitor on the physical memory includes partitioning the physical memory to provide 
partitions, and giving the virtual machine monitor access to at least one of the partitions. 



14. (Currently Amended) The method of claim 12, wherein interposing the virtual 
machine monitor on the physical memory includes using a kernel module of the operating system 
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to allocate a block of the physical memory, pin the block to prevent the operating system from 
using the block, and allocate the pinned block to the virtual machine monitor. 

15. (Currently Amended) The method of claim 12, wherein interposing the virtual 
machine monitor on the physical memory includes commencing using the virtual machine 
monitor at runtime to manage memory translation. 

16. (Currently Amended) The method of claim 5, wherein the computer hardware 
includes an I/O device, and wherein the virtual machine monitor is also interposed on the I/O 
device. 

19. (Canceled) 

20. (Canceled) 

21. (Currently Amended) The method of claim [[20]] J_, wherein the virtualized computer 
hardware further includes physical memory, and the virtual machine monitor and the operating 
system each include CPU interrupt handlers; and wherein devirtualizing the [[CPU]] at least a 
portion of the computer hardware includes redirecting interrupts to the corresponding operating 
system CPU interrupt handlers instead of to the virtual machine monitor CPU interrupt handlers. 
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22. (Currently Amended) The method of claim 21, wherein devirtualizing the [[CPU]] at 
least a portion of the computer hardware further includes restoring a privilege level of the 
operating system from a less privileged mode to a more privileged mode. 

23. (Currently Amended) The method of claim 21, wherein devirtualizing the [[CPU]] at 
least a portion of the computer hardware further includes enabling physical memory access of the 
physical memory by the operating system. 

24. (Currently Amended) The method of claim 2 1 , wherein devirtualizing the [[CPU]] at 
least a portion of the computer hardware further includes unloading the virtual machine monitor 
from the physical memory. 

25. (Currently Amended) The method of claim [[19]] 1_, whoroin the virtualized computer 
hardware includes memory; and wherein the physical memory is devirtualized at runtime. 

26. (Canceled) 

27. (Canceled) 

28. (Currently Amended) The method of claim [[19]] 1, wherein the virtualized computer 
hardware includes an I/O device, and wherein the I/O device is devirtualized at runtime. 
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29. (Currently Amended) The method of claim [[28]] I, wherein the operating system 
includes a dual-mode driver that performs direct hardware control in a first mode and 
communicates with a device driver of the virtual machine monitor in a second mode; and 
wherein devirtualizing the I/O device at least a portion of the computer hardware includes: 
setting the dual-mode driver to the first mode from the second mode, and 
redirecting I/O interrupts to handlers in the operating system instead of handlers in the 
virtual machine monitor. 



30. (Canceled) 



3 1 . (Currently Amended) A computer comprising hardware, the hardware including a 
central processing; unit (CPU), a physical memory, and an input/output (I/O) device, the physical 
memory encoded with an operating system, a virtual machine monitor, and code for interposing 
the virtual machine monitor between the operating system and the hardware at runtime, wherein 
runtime includes a period of execution in the computer after booting and before shutdown of the 
computer, and wherein the interposing occurs after booting of the computer, 

wherein the operating system is to be booted [[in]] on the hardware such that the 
operating system has direct control of at least a portion of the hardware computer before 
interposing the virtual machine monito r, wherein interposing the virtual machine monitor gives 
the virtual machine monitor direct control of the at least a portion of the hardware such that the 
operating system no longer has direct control of the at least a portion of the hardware, and 
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wherein the physical memory is further encoded with code for devirtualizing the at least a 
portion of the hardware at runtime after the virtual machine monitor has been interposed at 
runtime, wherein devirtualizing the at least a portion of the hardware comprises stopping the 
virtual machine monitor such that the operating system resumes having direct control of the at 
least a portion of the hardware . 

32. (Currently Amended) The computer of claim 3 1 , wherein the hardware further 
includes a CPU, wherein the virtual machine monitor is interposed on the CPU at runtime, and 
the virtual machine monitor and the operating system each include CPU interrupt handlers; and 
wherein the interposing code is to cause privileged instructions to trap to the virtual machine 
monitor, and to redirect interrupts and traps to the corresponding virtual machine monitor CPU 
interrupt handlers instead of to the operating system CPU interrupt handlers. 

35. (Currently Amended) The computer of claim 32, wherein the interposing code is to 
disable physical memory access to the physical memory by the operating system. 

36. (Currently Amended) The computer of claim 31, wherein the interposing code 
includes a kernel module of the operating system for allocating a block of the physical memory, 
pinning the block to prevent the operating system from using the block, and allocating the pinned 
block to the virtual machine monito r, whereby the virtual machine monitor is interposed on the 
memory at runtime . 
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37. (Currently Amended) The computer claim 31, wherein the interposing code is to 
commence using the virtual machine monitor at runtime to manage memory translatio n, whereby 
the virtual machine monitor is interposed on the memory at runtime . 

38. (Currently Amended) The computer of claim 3 1 , wherein the hardware further 
includes an I/O device; and wherein the interposing code includes an operating system dual- 
mode driver to perform direct hardware control in a first mode and to communicate with a device 
driver of the virtual machine monitor in a second mode; and wherein the interposing code is to 
set the dual-mode driver to the second mode, and to direct I/O interrupts to interrupt handlers in 
the virtual machine monitor instead of to interrupt handlers in the operating system , whereby the 
virtual machine monitor is interposed on the I/O device at runtime . 

39. (Currently Amended) The computer of claim 3 1 , whoroin the hardware further 
includes an I/O device; and wherein the operating system includes a dual-mode driver to perform 
direct hardware control in a first mode and to communicate with a device driver of the virtual 
machine monitor in a second mode; and wherein the interposing code is to set the dual-mode 
driver to the second mode, and to redirect I/O interrupts to interrupt handlers in the virtual 
machine monitor instead of to interrupt handlers in the operating system , whereby the virtual 
machine monitor is interposed on the I/O device . 



40. (Currently Amended) The computer of claim 3 1 , wherein the hardware further 
includes an I/O device; and wherein the interposing code is to commence I/O emulation of the 
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I/O device at runtime , whereby the virtual machine monitor is interposed on the I/O device at 

41. (Canceled) 

42. (Canceled) 

43. (Currently Amended) The computer of claim [[42]] 31_, wherein the memory is 
further encoded with an operating system including includes interrupt handlers; wherein the 
virtual machine monitor includes interrupt handlers; and wherein the devirtualizing code is to 
redirect interrupts to the corresponding interrupt handlers of the operating system instead of to 
the interrupt handlers of the virtual machine monitor. 

44. (Currently Amended) The computer of claim 43, wherein the devirtualizing code is to 
restore a privilege level of the operating system from a lower privilege level to a higher privilege 
level. 

45. (Currently Amended) The computer of claim 43, wherein the devirtualizing code is to 
enable physical memory access of the physical memory by the operating system. 

46. (Currently Amended) The computer of claim [[41]] 3J_, wherein the devirtualizing 
code is to devirtualize the physical memory at runtime. 
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49. (Currently Amended) The computer of claim [[41]] 31, wherein the hardware 
includes an I/O device, wherein the virtual machine monitor is to virtualizc the I/O device; and 
wherein the devirtualizing code is to devirtualize the I/O device at runtime. 

50. (Currently Amended) The computer of claim 49, wherein the memory is further 
encoded with an operating system including includes dual-mode drivers to perform direct 
hardware control in a first mode and communicate with device drivers of the virtual machine 
monitor in a second mode; and wherein the devirtualizing code is to set the dual-mode drivers to 
the first mode from the second mode, and to redirect I/O interrupts to handlers in the operating 
system instead of to handlers in the virtual machine monitor. 

52. (Currently Amended) An article for use with an operating system on computer 
hardware, the article comprising a computer-readable storage medium storing software that when 
executed by [[the]] a computer causes the computer to: 

boot the operating system on the computer hardware such that the operating system has 
direct control of at least a portion of the computer hardware including a central processing unit 
(CPU), a physical memory, and an input/output (I/O) device; 

virtualize at least a portion of the computer hardware at runtime by providing interpose a 
virtual machine monitor between the operating system and the computer hardware at runtime , 
wherein runtime includes a period of execution in the computer after booting and before 
shutdown of the computer, wherein the virtualizing interposing occurs after booting of the 
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compute r, and wherein interposing the virtual machine monitor gives the virtual machine 
monitor direct control of the at least a portion of the computer hardware such that the operating 
system no longer has direct control of the at least a portion of the computer hardware; and 

devirtualize the at least a portion of the computer hardware at runtime after the virtual 
machine monitor has been interposed at runtime, wherein devirtualizing the at least a portion of 
the computer hardware comprises stopping the virtual machine monitor such that the operating 
system resumes having direct control of the at least a portion of the computer hardware. 

and loading of the operating system, and 

wherein the operating system is to be booted in the computer before virtualizing the at 
least a portion of the computer hardware at runtime. 

53. (Currently Amended) The article of claim 52, whoroin the computer hardware further 
includes a CPU, and wherein the virtual machine monitor and the operating system each include 
CPU interrupt handlers; and wherein the software is executable to cause privileged instructions 
to trap to the virtual machine monitor, and to cause interrupts and traps to be redirected to the 
corresponding virtual machine monitor interrupt handlers instead of to the operating system 
interrupt handlers. 

55. (Currently Amended) The article of claim 53, wherein the software is executable to 
cause physical memory access by the physical memory by the operating system to be disabled. 
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56. (Currently Amended) The article of claim 52, wherein the computer hardware 
includes memory, and wherein the virtual machine monitor is for causing a kernel module of the 
operating system to allocate a block of the physical memory, pin the block to prevent the 
operating system from using the block, and allocate the pinned block to the virtual machine 
monitor. 

58. (Currently Amended) The article of claim 52, wherein the computer hardware further 
includes an I/O device; and wherein the software includes an operating system dual-mode driver 
to perform direct hardware control in a first mode and communicate with a corresponding device 
driver of a virtual machine monitor in a second mode; and wherein the dual-mode driver is set to 
the second mode when the at least the portion of the computer hardware is virtualized, and 
wherein I/O interrupts are redirected to interrupt handlers in the virtual machine monitor instead 
of interrupt handlers in the operating system. 

59. (Currently Amended) The article of claim 52, wherein the computer hardware further 
includes an I/O device; and wherein the operating system includes a dual-mode driver to perform 
direct hardware control in a first mode and communicate with a device driver of the virtual 
machine monitor in a second mode; and wherein the dual-mode driver is set to the second mode 
when the at least the portion of the computer hardware is virtualized, and wherein I/O interrupts 
are redirected from interrupt handlers in the operating system to interrupt handlers in the virtual 
machine monitor. 
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60. (Currently Amended) The article of claim 52, wherein the computer hardware further 
includes an I/O device; and wherein the software is executable to cause I/O emulation of the I/O 
device to commence at runtime. 

61. (Canceled) 

62. (Canceled) 

63. (Currently Amended) The article of claim [[62]] 52, wherein the virtualized hardware 
includes a CPU; and wherein the software causes the CPU to be devirtualized at runtime. 

64. (Currently Amended) The article of claim 63, whoroin tho virtualized hardware 
further includes memory, and wherein the memory is further encoded with tho operating system 
including includes first interrupt handlers; wherein the software includes second interrupt 
handlers; and wherein the software is executable to cause devirtualize by causing interrupts to be 
redirected to the corresponding first interrupt handlers instead of to the second interrupt handlers. 

65. (Currently Amended) The article of claim 64, wherein the software is executable to 
cause devirtualize by causing a privilege level of the operating system to be restored from a 
lower privilege level to a higher privilege level. 
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66. (Currently Amended) The article of claim 64, wherein the software is executable to 
devirtualize by causing cause physical memory access of the physical memory by the operating 
system to be enabled. 

67. (Currently Amended) The article of claim [[62]] 52, wherein the virtualizcd hardware 
includes a memory, and wherein the software is executable to cause the physical memory to be 
devirtualized at runtime. 

68. (Currently Amended) The article of claim 67, wherein if a part of the physical 
memory was allocated from [[an]] the operating system to the virtual machine monitor prior to 
the runtime devirtualization, the software is executable to cause the allocated physical memory to 
be returned to the operating system as part of the runtime devirtualization. 

69. (Currently Amended) The article of claim 67, wherein the software is executable to 
cause the physical memory to be remapped and wherein the software allows [[an]] the operating 
system to manage address translation with respect to the devirtualized physical memory. 

70. (Currently Amended) The article of claim [[62]] 52, wherein the virtualized hardware 
includes an I/O device; and wherein the software is executable to cause the I/O device to be 
devirtualized at runtime. 
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71. (Currently Amended) The article of claim 70, wherein the virtualizcd hardware 
further includes a memory, and wherein the memory is further encoded with the operating 
system including includes dual-mode drivers that perform direct hardware control in a first mode 
and communicate with virtual device drivers in a second mode; and wherein the software is 
executable to cause devirtualize by causing the dual-mode drivers to be set to the first mode. 

72. (Currently Amended) The article of claim 70, wherein the software is executable to 
cause devirtualize by causing emulation of the I/O device to cease at runtime. 

73. (Canceled) 

74. (Canceled) 

- END OF AMENDMENT - 

Reasons for Allowance 

10. The following is an Examiner's statement of reasons for allowance: 

The cited prior art taken alone or in combination fail to teach, in combination with the 
other claimed limitations, "interposing the virtual machine monitor between the computer 
hardware and the operating system at runtime, wherein runtime includes a period of execution in 
the computer after booting and before shutdown of the computer, wherein the interposing occurs 
after booting of the computer, and wherein interposing the virtual machine monitor gives the 
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virtual machine monitor direct control of the at least a portion of the computer hardware such 
that the operating system no longer has direct control of the at least a portion of the computer 
hardware; and devirtualizing the at least a portion of the computer hardware at runtime after the 
virtual machine monitor has been interposed at runtime, wherein devirtualizing the at least a 
portion of the computer hardware comprises stopping the virtual machine monitor such that the 
operating system resumes having direct control of the at least a portion of the computer 
hardware" as recited in independent Claim 1 ; and further fail to teach, in combination with the 
other claimed limitations, similarly-worded limitations recited in independent Claims 31 and 52. 

The closest cited prior art, US 6,96 1 ,94 1 (hereinafter "Nelson"), teaches an architecture 
that coordinates the use of system resources for different modules such as virtual machines. 
However, Nelson fails to teach "interposing the virtual machine monitor between the computer 
hardware and the operating system at runtime, wherein runtime includes a period of execution in 
the computer after booting and before shutdown of the computer, wherein the interposing occurs 
after booting of the computer, and wherein interposing the virtual machine monitor gives the 
virtual machine monitor direct control of the at least a portion of the computer hardware such 
that the operating system no longer has direct control of the at least a portion of the computer 
hardware; and devirtualizing the at least a portion of the computer hardware at runtime after the 
virtual machine monitor has been interposed at runtime, wherein devirtualizing the at least a 
portion of the computer hardware comprises stopping the virtual machine monitor such that the 
operating system resumes having direct control of the at least a portion of the computer 
hardware" as recited in independent Claim 1; and further fails to teach similarly- worded 
limitations recited in independent Claims 31 and 52. 
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Any comments considered necessary by Applicant must be submitted no later than the 
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 
fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 
Allowance." 

Conclusion 

1 1 . The prior art made of record and not relied upon is considered pertinent to Applicant's 
disclosure. 

12. Any inquiry concerning this communication or earlier communications from the 
Examiner should be directed to Qing Chen whose telephone number is 571-270-1071. The 
Examiner can normally be reached on Monday through Thursday from 7:30 AM to 4:00 PM. 
The Examiner can also be reached on alternate Fridays. 

If attempts to reach the Examiner by telephone are unsuccessful, the Examiner's 
supervisor, Wei Zhen, can be reached on 571-272-3708. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the TC 2100 Group receptionist whose telephone number is 571-272-2100. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
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system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



/Q. C.I 

Examiner, Art Unit 2191 
/Wei Y Zhen/ 

Supervisory Patent Examiner, Art Unit 2191 



